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GroveSite Security Philosophy

We at GroveSite understand concerns about data security and can assure you that GroveSite
provides outstanding data protection. There are four key components to data security on our
hosted service.

1. Physical Security

The GroveSite server farm is owned by GroveSite and does not host any unrelated businesses.
We have complete control over our server equipment. The hardware is located in a top tier,
12,000 sq/ft datacenter owned and operated by Ensynch (www.ensynch.com). They provide fully
managed operation of the servers including:

e 24x7x365 monitoring of both our servers and our connections to the Internet

e N+1 spare parts on premises for repairs

e Physical premise security including biometric hand scanners, card access and digital
video security monitoring and logging

o Dry pipe fire suppression system with heat and smoke detectors in the sub flooring and
ceiling

e Dual power distribution units, redundant power feeds, battery backup and on-site
generator

2. Network and Operating Security

Included in the Ensynch managed services agreement is all platform level operational
management of our servers. This includes:

Daily full backup of all information, including regular off-site storage rotation

Service pack and other vulnerability management

Anti-Virus / Anti-Malware protection

Firewall and network infrastructure protection from DoS and other Internet vulnerabilities

Note that GroveSite is not an archive service. GroveSite backups are primarily intended for our
protection in the event of a massive hardware failure. If customers accidentally delete information
off their sites, we may or may not be able to retrieve the information in a timely, cost effective
manner. We do keep periodic snapshots of the environment, but we do not make any guarantee
of recovering files deleted by users.

3. Application Security

GrovesSite is responsible for ensuring the security of our web service application. This means we
test for security vulnerabilities in our product which rides on top of the environment protected by
Ensynch. This application level security is a top priority for GroveSite. Our business depends on
customers knowing GroveSite is free from SPAM and other malware so common on websites
today. We represent the safe option for web communities — no advertising, no “plug-ins”, no
email marketing.
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One of the ways we protect the security of our application is by reducing the exposed surface of
our application thereby eliminating attack vectors. We do not provide lower level web publishing
APIs such as WebDAYV, FrontPage extensions, or even FTP — all of which have been full of
security holes. Our model is simple and therefore can be more easily validated from a security
standpoint.

For customers desiring secure communications over the Internet, GroveSite offers SSL
encryption of all interaction with SSL-protected sites.

4. Account Security

Individual account security is usually the weakest link in any computing security scenario. We
require ID and password login authentication for individual users to access their GroveSite team
sites. You and your users need to follow good security practices. If people do not keep their
passwords private and/or share accounts, the possibility for a security violation increases.

GroveSite has provided a safe, secure hosted environment since the launch of its initial
collaboration service in 2002. If you should have any further questions about the security or
reliability of GroveSite, please feel free to contact us directly.

GroveSite Customer Service
866.952.9880 x2
customerservice@grovesite.com

3104 E. Camelback Road #559, Phoenix, AZ 85016 Security Philosophy
Phone: 866.952.9880 Fax: 602.343.1472


mailto:customerservice@grovesite.com

